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How to set up a secure wireless connection

using Windows 7

University of Dubuque Office of Technology
563-589-3737 | helpdesk@dbg.edu

In order to protect sensitive information while using UD’s wireless network, the
Office of Technology recommends that all Windows 7 users follow these
instructions. You must follow these instructions in order to connect to UD’s
wireless network.

Open Manage Wireless Networks by clicking the Start button ©, clicking Control
Panel, clicking Network and Internet, clicking Network and Sharing Center, and
then, in the left pane, clicking Manage wireless networks. Click Add, Manually
create a network profile.
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o/ 2! Manually connect to a wireless network

How do you want to add a network?

L- Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel
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Add a connection called UD_WIiFi with settings as below.

I Enter information for the wireless network you want to add
Network name: UD_WiFi
Seaulylype |WPA2-Enterprise. )
Encryption type: [AES : _ v]
Security Key: [ ] [ 1 Hide characters
Start this connection automatically |

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Click Next.
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Click “Change connection settings”.
" S
r — ~

U «!! Manually connect to a wireless ntwork

Successfully added UD_WiFi

# Change connection settings
Open the connection properties so that I can change the settings.
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Highlight the newly created UD_WiFi and right-click, choose Properties. Make

sure that “Connect automatically when network is in range” is de-

.
UD_WiFi Wireless Network Properties

' Connection Security /

Name: UD_WiFi
SSID: UD_WiFi
Network type: Acce

Network availability="All users

|| Connect automatically when this network is in range
[7] Connect to a more preferred network if available

[7] Connect even if the network is not broadcasting its name (SSID)

| ok || cancel

cted.
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Select the Security tab of the UD_WiFi properties window. Choose the settings
as below.

Make sure that “Remember my credentials for this connection each time I’'m

logged on” is NOT checked. /

- S &
UD_WiFi Wireless Network Properties /@
[Connecton] st | /

pd

Security type: | wpA2-Enterprise’” -
/

Encryption type: [AES / v]

Choose a jork authentication method:

[Micryo{t: Protected EAP (PEAP) v] [ Settings

[] Remember my credentials for this connection ea
time I'm logged on

[ Advanced settings ]

/ ok || cancel

Click on Settings.




Uncheck “Validate server certificate” and “Enable Fast Reconnect”.

/[

-
Protected EAB Froperties

Whenonnecting:
[ | validate server certificate

| | Connect to these servers:

Trusted Root Certification Authorities:

l’ @} AddTrust External CA Root

[7] class 3 Public Primary Certification A
(| DigiCert High Assurance EV Root
' ["] Entrust.net Certification Authog

lalll] >

< | /. m [ »

| Do not prompt yger to authorize new servers or trusted
certification apfhorities,

{Secut)é password (EAP-MSCHAP v2) V] [ Configure...

[:]é\able Fast Reconnect

[ Enforce Network Access Protection
[ Disconnect if server does not present cryptobifiding TLV
["|Enable Identity Privacy |

J

7
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Click on the Config@ button and uncheck the setting below. Click OK twice.

r > =
EAP MSCHAPV2 Properties / o]

omatically use my Windows logon name and
password (and domain if any).

[ ok || cancel |

R ——————RRIRIRBRB—————————,
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On the UD_WiFi connection Properties of this window, click on Advanced
settings (Vista users will not see a button for Advanced settings/and can skip this

step).
r = R
UD_WiFi Wireless Network Properties @
secty |
/
/|
Security type: | wpA2-Enterprise -

Encryption type: [AES

' Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) /|| Settings

[T]Remember my credentials for thi€ connection each

time I'm logged on

[ Advanced settings ]

.1 [ OK H Cancel J'J




Choose the settings as you see below.

Specify authentication mode:\
1

[User or computer authentication V] | Save credentials |

|

[ | Delete credentials for all users

Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): | 10 HTI
[/] Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication

Click OK and close all open dialogue boxes.
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View wireless network connections (Start > Control Panel > Connect to the
Internet > Wireless OR click on the wireless icon in the system tray). Click on
UD_WIiFi and click on “Connect”.

Currently connected to: s
I ;b UD_WiFi

Internet access

Wireless Network Connection ~

UD_WiFi M

UD_Guest M

Apperson-Ed ﬂ“;

UDWREG o

Open Network and Sharing Center

Enter your network username and password and click OK.

- STy
Windows Security M

Network Authentication

Please enter user credentials

| Wser name |

| Password |

[ OK ]( Cancel ]




